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Abstract: Given the problem that the code slice used by existing deep learning-based vulnerability sniffer methods could
not comprehensively encompass the subtle characteristics between vulnerability classes, and a single deep learning sniffer
model had insufficient ability to learn long context-dependent information between cross-file and cross-function code
statements, a multi-type source code vulnerability sniffer method was proposed. Firstly, fine-grained two-level slices
containing the types of vulnerabilities were extracted based on the control dependency and data dependency information
in program dependency graph. Secondly, the two-level slices were transformed into initial feature vector. Finally, a fusion
model of deep learning vulnerability sniffer suitable for two-level slices was constructed to achieve accurate vulnerability
detection of multi-type source code. The experimental results on multiple synthetic datasets and two real datasets show
that the proposed method outperforms the existing multi-type source code vulnerability sniffer methods.
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BGRU #2, CNN A5 A 478 Uk SCAS AN cRs 1k 22
MIREJITER W, B LAASCAE A CNN X ExSyVC it
ITRHESR I . %Rt 2 4> Convolution JZ.
—) Batch Normalization 21—~ Average Pooling
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Windows10, RAM K/ 32 GB, GPU M504
GeForce RTX 3060 . 7 3 #& Y 3= 222
TensorFlow HE4LSZHL .
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(ke 77, I il BRI B TR FE 2 21 (1)
VARG RIS 7772 Russell!™, pvulDeePecker 2.
SySeVR 1, T BERT-base™ f13£ T CodeBERT™®!
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pVulDeePecker, 15 ] BLSTM #4 2 Y5 AR R RS A%
RIBATSEN; JET Li SR T 2 ST IR R AR I
HEZE SySeVR, {4l BGRU (f##K SySeVR-BGRU)

A5 NER AHLHI BGRU (fA#R SySeVR-ABGRU)
KA VA IR AT B Y A7 5258 . 594, BT
Chandra £ (0 K RS T3 2 A R R A,
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PIREARAE N IIGREE, 20%FEARE RS . Bt
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4 PrVC Fl ExSyVC A N Ia i), K i) 4 S
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200, [AF¥SH0 Dropout JZ B 1R I Zhid #E LU
4, Dropout {H% &N 0.5, 4L EEK A Adamax,
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T BRUFREALN 22 2R A EAD IRV B A I g
ACM SARD (software assurance reference dataset)
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7 CWE-704 AT KT 840 - ﬁ: ¥ 7 " Precision, + Recall,
8 CWE-311 BURHT B N 2 118 =0 !
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10 CWE-020 LN AT 111
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J5iE Acc W_F1 DT/ms
Russell!"! 90.59% 88.36% 2.08
pVulDeePecker™! 95.38% 95.95% 3.57
SySeVR-BGRU™! 95.94% 95.94% 2.10
SySeVR-ABGRU™! 96.69% 96.92% 3.62
#TF BERT-base!™! 94.35% 93.60% 5.06
3T CodeBERT! 95.42% 96.33% 5.12
mVulSniffer 97.41% 97.42% 3.96
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mVulSniffer (BGRU) 83.80%  83.63% 2.08

mVulSniffer (BGRU+ALt) 85.57%  86.60% 2.13

mVulSniffer (BGRU+CNN) 95.46%  95.34% 3.88

mVulSniffer (BGRU+CNN-+ALtt) 97.41%  97.42% 3.96
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Russell™®! 91.06% 7452% 83.17% 90.25%  80.74% 8527% 89.44%  83.45% 81.48%  90.54% 89.77%  88.12%
pVulDeePecker™  93.60%  74.77%  83.17% 96.25%  85.32% 87.73%  92.74%  85.45% 8590%  95.54%  94.59%  94.29%
SySeVR-BGRU®*  9320% 81.91% 8426% 95.62% 80.74%  8527% 91.28% 85.76%  83.59%  94.40% 91.07%  92.69%
SySeVR-ABGRUPY  9339%  77.10% 83.13% 96.61% 8541% 88.76%  92.56% 79.46%  84.68%  92.95% 89.63%  90.83%
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